A new method for optical multiple-image encryption based on polarizationresolved diffraction imaging is proposed in this study. A linearly polarized beam is split into two beams of orthogonal polarization to illuminate different images to be encrypted, and these images are then encrypted into a single white-noise-like intensity image in a single shot. A multi-mode iterative phase-retrieval algorithm is used in the decryption to reconstruct the amplitudes and phases of the secret images simultaneously. Both computer simulations and optical experiments are performed to demonstrate the feasibility and effectiveness of the proposed method.
Introduction
With the rapid development of internet technology for data storage and transmission, information security has become a major concern in modern society. Image encryption technology is a major research topic in the field of information security. Compared to the commonly used digital encryption technology [1] , optical image encryption technology [2] - [18] has been extensively investigated recently because of its inherent advantages of high security and large data throughput. Since double random phase encoding technology was proposed by Réfrégier and Javidi in 1995 [2] , many optical methods including fractional Fourier transform [3] - [5] , interferometry [6] - [9] , holography [10] , [11] , ghost imaging [12] , [13] , and diffractive imaging [14] - [18] have been used for image encryption. Among these methods, diffractive imaging can reconstruct the complex amplitude of a wave field using iterative phase-retrieval algorithms [19] - [24] without a reference wave. Because of its compact structure and low requirements with respect to setup stability, diffractive imaging is thus a promising alternative strategy for image encryption and has been widely used in the field of image encryption.
With the advent of the era of big data, it is necessary to encrypt a large number of images. Theoretically, it is possible to encrypt multiple images in sequence using single image encryption system, however this is inefficient and increases the burden of data transmission and storage. Due to the advantages of high encryption efficiency and large encryption capacity, multiple image encryption [25] - [32] has received more and more attention, and it has potential applications in authentication, copyright protection and content distribution [25] - [27] . Recently, several multipleimage encryption technologies [25] - [32] have been proposed to increase encryption capabilities. Situ and Zhang [25] , [26] proposed two methods (optical wavelength multiplexing [25] and position multiplexing [26] ) to realize multiple-image encryption. However, in their methods, the existence of crosstalk between reconstructed images seriously degrades the decrypted result. To reduce crosstalk in multiple-image encryption, many methods have been reported, including the hierarchical encryption system proposed by Meng et al. [28] , the cascaded phase-retrieval-based improved encoding method proposed by Xiao et al. [29] , the phase modulation and modified GerchbergSaxton-algorithm-based approach proposed by Hwang et al. [30] , and the multiple-plane phaseretrieval-based encryption method proposed by Chen et al. [31] . However, these proposed methods are complicated, and no corresponding experimental results have been reported. Wu et al. [34] proposed a multiple-image encryption method based on ghost imaging and demonstrated this method by conducting optical experiments. However, the quality of the decrypted results has not been ideal.
To realize high-quality and compact multiple-image encryption, we propose a novel method for single-shot multiple-image encryption based on polarization-resolved diffractive imaging. In the proposed method, multiple images (plain texts) are encoded in a single white-noise-like intensity image, and both the amplitudes and phases of the secret images are decrypted simultaneously using a multi-mode iterative phase-retrieval algorithm [35] - [40] . Numerical and experimental results demonstrate the validity of our proposed method.
Encryption Method
A schematic of the proposed image encryption method is presented in Fig. 1 . Lensless encryption system is employed because the illumination wavelength, axial distances and phase masks are used as security key in the lensless system, whereas in a lens-based (Fourier-based) system only the phase masks are served as the security key. Therefore, the proposed encryption system possesses a larger key space, which makes it resistant to brute force attacks [41] . In addition, lensless encryption system is easier to obtain high resolution and high quality image than a lensbased encryption because it avoids the usage of lens which has limited numerical aperture (NA) and inherent aberrations. An expanded and collimated linearly polarized laser beam is split into two polarization orthogonal beams using a polarizing beam splitter (PBS). These two beams illuminate different objects (S1 and S2) to be encrypted, and the transmitted waves are combined using a conventional beam splitter (BS). A white-noise-like intensity pattern is formed at the plane of the CCD camera after the combined laser beam passes through the random phase mask (RPM) and propagates to the plane of CCD camera. The encryption and decryption processes are described as follows: 
Encryption
The block diagram of the encryption process is shown in Fig. 2 . Assume that the complex distributions of the secret images are O 1 (x 0 , y 0 ) and O 2 (x 0 , y 0 ). The light field distribution of the p-polarization wave at the RPM plane is:
where (x 0 , y 0 ) and (x 1 , y 1 ) are the coordinates in the planes of the secret image and RPM, respectively, and z 1 is the distance between S1 and the RPM. denotes the Fresnel propagation operator, which is defined by:
Similarly, the distribution of the s-polarization wave at the plane of RPM can be written as:
where z 2 is the distance between S2 and the RPM. The distributions of the p-polarization wave 1 (x 2 , y 2 ) and the s-polarization wave 2 (x 2 , y 2 ) at the plane of CCD camera can be calculated as follows:
where M is the complex function of the RPM, and z 3 is the distance between RPM and the CCD camera. Because the p-and s-polarization waves do not interfere with each other, the intensity detected by the CCD camera is the incoherent superposition of two waves. The intensity recorded by the CCD camera in single shot can be expressed as:
where the intensity I serves as ciphertext, and thus the secret images are simultaneously encoded in a single-noise-like intensity. Since the ciphertext contains only the intensity information of the wave field, the system can also endure the known-plaintext attack and chosen plaintext attack [41] , [42] . 
Decryption
The plaintexts of the original secret images are decrypted from the recorded intensity I using the multimode iterative phase-retrieval algorithm [35] - [40] . The multimode algorithm can reconstruct multiple states that are incoherent with each other in the wave field through iterative computation, where the concept of the multimode algorithm has been successfully demonstrated in ptychography [35] - [37] , Fourier ptychography [38] , [39] , and coherent diffractive imaging [40] . In this study, we use a multimode algorithm to decompose mutually orthogonal polarization states and further apply it to multiple-image encryption. The block diagram of the decryption process is shown in Fig. 3 . Given initial guesses to the original images as f 1 (x 0 , y 0 ) and f 2 (x 0 , y 0 ), the decryption process proceeds as follows: 1) Propagate the p-and s-polarization waves from the object plane to the plane of the RPM. We can then obtain the distributions of the p-and s-polarization waves at the plane of RPM by:
2) Propagate ϕ 1 and ϕ 2 to the plane of CCD camera. The distributions of the p-and s-polarization waves formed at the CCD plane are then obtained by:
3) Update the estimated p-and s-polarization waves simultaneously from the recorded intensity I(x 2 , y 2 ) by multimode modulus constraint [35] [36] [37] [38] [39] [40] , ensuring that the sum of the intensity of estimated wave fields equals the measured intensity and that the individual phase remains unchanged:
2 (x 2 , y 2 ) = I (x 2 , y 2 )
4) Back propagate to the RPM plane and remove the effect of the phase mask:
The asterisk * represents the complex conjugation. |M | is the amplitude distribution of M. 5) Back propagate ϕ 1 and ϕ 2 to the planes of the secret images. The new estimated distributions of the decrypted secret images are obtained by:
6) Calculate the correlation coefficient CC between the decrypted image and the original secret image:
where cov denotes the cross covariance operator and σ represents the standard deviation operator. Steps 1-6 are repeated until the value of CC is greater than a given threshold value CC thr .
Numerical Simulations
In this section, we validated the proposed multiple-image encryption method through computer simulations. Two grayscale images, "goldhill" and "boat" as shown in Fig. 4 (a) and (b), were used as the amplitude and phase of the secret image 1 (S1), respectively. Two other grayscale images, "fruits" and "peppers" as shown in Fig. 4 (c) and (d), were selected as the amplitude and phase of secret image 2 (S2), respectively. Each image consisted of 512 × 512 pixels and the pixel size was assumed to be 10 × 10 μm 2 . In the simulations, the wavelength of the He-Ne laser beam was 632.8 nm and the secret images S1 and S2 were both set to 5 cm from the RPM. The CCD camera (consisting of 2048 × 2048 pixels, each pixel having a size of 10 × 10 μm 2 ) was placed 5 cm downstream of the RPM to record the intensity pattern. The phase distribution of the RPM is shown in Fig. 5(a) , and the intensity pattern (ciphertext) is shown in Fig. 5(b) . The original secret images were completely encoded in the intensity pattern and we could identify nothing about the original signals from the noisy-like pattern.
The decryption was finished within 600 iterations. Iterative calculation was implemented on MATLAB R2013b and approximately 10 seconds was required to obtain the decryption results on a computer with Intel I7-X990 CPU, 16 GB RAM, and NVIDIA Tesla K40 GPU. The time cost can be further reduced by optimizing the code in parallel and converting the MATLAB code to C-code. The decrypted results with the corrected key are shown in Fig. 6 . Fig. 6(a)-(b) and Fig. 6(c)-(d) show the decrypted amplitudes and phases of S1 and S2, respectively. These decrypted images match the original images well. To evaluate the decryption accuracy quantitatively, the correlation coefficients between the decrypted and corresponding secret images were calculated and are shown in Fig. 6(e) . After 600 iterations, all the correlation coefficients were very high, where the correlation coefficients of amplitude and phase for S1 and S2 were 0.9657/0.9818 and 0.9644/ 0.9943, respectively.
To assess the security of the proposed system, simulations were also performed with wrong keys. Each decryption process was completed after 600 iterations. Fig. 7 shows correlation coefficients with 200 tests, each test using a randomly guessed phase distribution of RPM as the key. All the correlation coefficients were quite small. The relationship between the correlation coefficients and the distance between the RPM and CCD camera is shown in Fig. 8 . The correlation coefficients were close to 1 only when the distance (50 mm) was correct, and it can be seen that the correlation coefficient changed sharply near the correct value. For communication systems, it is necessary to compress ciphertext to reduce the burden of data transmission. To investigate the feasibility of the proposed method on data compression, we compressed the ciphertext into 16-bit, 8-bit, 4-bit, and 2-bit Portable Network Graphic (PNG) images, respectively. The results decrypted from the compressed ciphertext images after 600 iterations are shown in Fig. 9(a)-(d) , for which the values of CC between the decrypted images and original images are shown at the bottom of decrypted images. We can see from Fig. 9 (c) that all the secret images can be distinguished even in the case where the ciphertext is compressed into a 4-bit PNG image, thus the method is robust to ciphertext compression.
The ciphertext image may be contaminated by noise or partially lost when it is stored or transmitted through network. The robustness of the proposed method has been investigated against the noise contamination and occlusion. In terms of noise contamination, we evaluated the proposed method by adding white Gaussian noise with different signal noise ratio (SNR) to the ciphertext. Fig. 10 shows the decrypted secret images after 600 iterations from ciphertext added white Gaussian noise with SNR of 40 dB, 35 dB, 30 dB, and 25 dB, respectively. One can observe that original secret images are distinguishable, which demonstrate that the method is with robustness against noise contamination.
To test the decryption of the secret images in the presence of occlusion, the ciphertext was cut by different percentages. The decryption process was combined with a floating algorithm [43] and 600 iterations were performed to finish the decryption. Fig. 11 shows the decrypted secret images from the ciphertext with 5%, 10%, 20%, and 30% occlusion, respectively. We can find that the decrypted secret images are clearly distinguished, therefore, the proposed method is able to decrypt the original secret images against occlusion.
Experimental Verification
Experiments were conducted to verify the feasibility of the proposed method. A laser beam with a wavelength of 632.8 nm passes through an objective lens with a magnification of 40×, a pinhole with an aperture of 10 μm, and collimated by an optical lens with a focal length of 100 mm. The collimated laser beam traveled to the PBS and was split into two beams. The S1, which was placed 106 mm upstream of the RPM, was illuminated by the p-polarized transmission wave, and the S2, which was placed 99 mm upstream of the RPM, was illuminated by the s-polarized reflective wave. A 14-bit CCD camera consisting of 2048 × 2048 pixels with a pixel size of 7.4 × 7.4 μm 2 was placed 78 mm downstream of the RPM to record the intensity pattern.
The phase distribution of the RPM in the experiment is shown in Fig. 12(a) , and the corresponding intensity pattern recorded by the CCD camera is shown in Fig. 12(b) . Using the parameters previously mentioned, the reconstructed amplitudes and phases of S1 and S2 from the noise-like intensity pattern are shown in Fig. 13(a)-(b) and Fig. 13(c)-(d) , respectively. The decrypted images in Fig. 13 demonstrate the feasibility of the proposed method experimentally.
Discussion and Conclusion
We proposed a single-shot method for optical multiple-image encryption by polarization-resolved diffraction imaging. The optical encryption setup proved to be quite compact, and multiple images were encrypted in a single intensity image, resulting in tremendous convenience to the storage and transmission of encoded data. The decryption process was performed based on a multimode iterative phase-retrieval algorithm, and the amplitudes as well as the phases of the multiple secret images could be simultaneously decrypted with high precision. We demonstrated the feasibility of the proposed method through numerical simulations and optical experiments. In the system, the complex function of the phase mask, axial distances, and the wavelength of the illumination can be served as the key. To decrypt and obtain the secret images, the users need to get the security key, therefore the key of the encryption system should be distributed and transmitted securely. Rivest-Shamir-Adleman (RSA) public-key cryptosystem [44] is a useful tool for key distribution and management since the key is transmitted over public channel rather than the secret channel. In order to distribute the security key securely and conveniently, the RSA public key cryptosystem can be further integrated into the proposed encryption system. As a single shot, lensless, and referenceless system, the proposed multiple image encryption system has the advantages of large encryption throughput, capacity of encrypting high resolution images in real time, and easy to implement in experiments. Therefore, the proposed system can be applied in applications such as high resolution encryption of dynamic scene. Besides, the proposed method is with the ability of decomposing mutually orthogonal polarization states, it can be extended for encryption of birefringent objects.
